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  Love   Serve    Grow

Online Safety, Filtering and Monitoring Policy 2026–27

Policy Lead: Headteacher / Designated Safeguarding Lead
Approved by: Governing Body
Date approved: October 2026
Review date: September 2027, or sooner where legislation, guidance or technology changes

1. Purpose and Aims

At Bickerstaffe CE Primary School & Nursery, we recognise that technology is an important part of children's education and everyday lives. Used safely and appropriately, digital technology provides significant opportunities for learning, communication and creativity.
However, the school recognises that technology can also expose children to safeguarding risks, including harmful or inappropriate content, contact with others, inappropriate conduct and online commercial risks.

Our approach to online safety forms part of our whole-school safeguarding arrangements.
We aim to:
· protect children from harmful and inappropriate online material;
· educate pupils to use technology safely, responsibly and respectfully;
· ensure appropriate filtering and monitoring systems are in place;
· ensure staff understand their responsibilities for online safety, filtering and monitoring;
· identify, intervene in and escalate online safeguarding concerns appropriately;
· support parents and carers in helping their children remain safe online;
· ensure technology is used in accordance with data protection and safeguarding requirements;
· ensure filtering does not unreasonably restrict teaching and learning.
This policy should be read alongside the school's:
· Child Protection and Safeguarding Policy;
· Behaviour Policy;
· Staff Code of Conduct;
· Acceptable Use Agreements;
· Data Protection Policy;
· Anti-Bullying Policy;
· Mobile Phone/Device procedures;
· Social Media procedures;
· Artificial Intelligence guidance/procedures where applicable.

2. Statutory and National Guidance

This policy has been developed with regard to:
· Keeping Children Safe in Education 2026 (KCSIE);
· Department for Education Filtering and Monitoring Standards;
· Department for Education Digital and Technology Standards;
· UK Council for Internet Safety guidance;
· UK Safer Internet Centre guidance;
· Data Protection Act 2018 and UK GDPR;
· Education Act 2011;
· Prevent Duty guidance;
· relevant Lancashire County Council safeguarding and digital technology guidance.
The Governing Body recognises its responsibility to ensure that appropriate filtering and monitoring systems are in place and regularly reviewed.

3. Roles and Responsibilities

The Governing Body
The Governing Body will:
· ensure appropriate filtering and monitoring systems are in place;
· understand the school's filtering and monitoring arrangements;
· ensure that these arrangements are reviewed regularly;
· ensure that the effectiveness of filtering and monitoring is considered as part of safeguarding oversight;
· ensure that the school has appropriate policies and procedures relating to online safety;
· ensure staff receive appropriate safeguarding and online safety training;
· consider the balance between safeguarding children and providing reasonable access to technology for teaching and learning.

A governor with safeguarding responsibility will support the Governing Body in its oversight of these arrangements.
Headteacher / Designated Safeguarding Lead
The Headteacher/DSL has overall responsibility for online safeguarding within school.
The Headteacher/DSL will:
· take lead responsibility for online safety and safeguarding;
· understand the school's filtering and monitoring systems and processes;
· ensure staff understand their responsibilities;
· ensure safeguarding concerns identified through online activity are responded to appropriately;
· liaise with Lancashire Education Digital Services/IT support where required;
· review filtering and monitoring arrangements regularly;
· ensure that safeguarding risks identified through monitoring are acted upon;
· report significant concerns to governors as appropriate;
· ensure filtering and monitoring arrangements reflect the needs and age range of pupils within the school.
IT Support / Lancashire Education Digital Services
Technical support will work with school leaders to ensure that:
· appropriate filtering is operational;
· systems are configured appropriately;
· access controls are appropriate for different users;
· filtering and monitoring systems remain operational and up to date;
· technical issues are investigated promptly;
· reports or information can be made available to the school where required.


Technical staff and external providers do not replace the safeguarding responsibilities of school staff or the DSL.
All Staff
All members of staff have a responsibility for online safety.
Staff must:
· understand the school's filtering and monitoring arrangements;
· complete required online safety and safeguarding training;
· maintain appropriate professional boundaries online;
· actively supervise pupils when they are using technology;
· remain alert to changes in children's behaviour which may indicate an online safeguarding concern;
· report concerns immediately to the DSL or Deputy DSL;
· report any inappropriate website or material which has not been blocked;
· report any legitimate educational website which has been incorrectly blocked where this affects teaching;
· never deliberately bypass or attempt to disable the school's filtering or monitoring systems;
· follow the school's Acceptable Use Agreement and Staff Code of Conduct.
Filtering and monitoring systems do not replace effective adult supervision.
Staff must remain actively engaged with pupils when technology is being used.

4. Online Safety Risks

The school recognises online safety risks within the four broad areas identified within statutory safeguarding guidance.
Content
Children may be exposed to illegal, inappropriate or harmful material, including:
· pornography;
· racism and hate;
· misogyny;
· self-harm or suicide content;
· eating disorder content;
· violence;
· extremism and radicalisation;
· misinformation and disinformation;
· harmful or inappropriate AI-generated content.

Contact
Children may experience harmful interaction with other users, including:
· peer-to-peer pressure;
· inappropriate or unwanted contact;
· grooming;
· sexual exploitation;
· adults posing as children;
· requests for sexual images;
· coercion or blackmail;
· online groups encouraging harmful behaviour.

Conduct
Children's own online behaviour may place themselves or others at risk, including:
· cyberbullying;
· sharing personal information;
· sharing nude or semi-nude images;
· harmful online challenges;
· inappropriate comments or messages;
· sharing images without consent;
· creating or altering images using AI;
· accessing age-inappropriate social media platforms.



Commerce
Risks may include:

· inappropriate advertising;
· scams;
· phishing;
· gambling;
· in-app purchases;
· financial exploitation;
· inappropriate collection or use of personal information.

5. Filtering

Bickerstaffe CE Primary School & Nursery uses Netsweeper, provided through Lancashire Education Digital Services, to provide filtered and logged internet access.
Netsweeper enables web content to be filtered according to categories and user requirements and allows web access to be logged and reviewed.
The school will ensure that its filtering system:
· blocks harmful and inappropriate content;
· protects pupils from accessing illegal material;
· is appropriate for the age and needs of pupils;
· does not unreasonably restrict teaching and learning;
· can differentiate access where appropriate;
· provides appropriate records and reporting;
· is maintained and reviewed.
No filtering system can provide a complete guarantee that inappropriate material will never be accessible.
Filtering therefore forms one element of the school's wider safeguarding arrangements.

6. Monitoring

The school recognises that filtering and monitoring are different.
Filtering controls what users are able to access.
Monitoring enables the school to identify potentially concerning online activity so that appropriate safeguarding action can be taken.
Monitoring at Bickerstaffe CE Primary School & Nursery includes a combination of:
· active adult supervision;
· logged internet activity through Netsweeper;
· review of relevant Netsweeper reports where required;
· staff observation of pupil activity;
· safeguarding reporting by staff and pupils;
· investigation of identified concerns;
· technical monitoring and alerts where these are available within the school's commissioned services.
Where the school subscribes to additional monitoring or alerting functionality, including Netsweeper OnGuard, this will form part of the school's monitoring arrangements.
Monitoring must be proportionate, lawful and focused on safeguarding.

7. Review of Filtering and Monitoring

Filtering and monitoring arrangements will be formally reviewed at least annually and whenever there is:
· a safeguarding incident linked to online activity;
· a significant change to technology or the school network;
· a change of provider;
· a significant change in statutory guidance;
· evidence that existing arrangements may not be effective.



The review should involve, as appropriate:
· the Headteacher/DSL;
· the school's IT support/provider;
· the safeguarding governor;
· relevant members of staff.
The review will consider:
· whether harmful and inappropriate content is being effectively blocked;
· whether monitoring arrangements are effective;
· whether concerns are being identified and acted upon;
· whether staff understand how to report concerns;
· whether access is appropriate for different groups of users;
· whether filtering is unnecessarily restricting teaching and learning;
· whether new technologies create additional risks;
· whether school devices used away from the school site remain appropriately protected.
A record of the review will be maintained.

8. What Staff Must Do if Filtering or Monitoring Fails

If a member of staff discovers that inappropriate or harmful material can be accessed through the school network, they must:
1. stop pupils viewing the material where possible without unnecessarily drawing attention to it;
2. do not investigate the material further themselves;
3. report the matter immediately to the DSL/Headteacher;
4. record a safeguarding concern on CPOMS where appropriate;
5. provide the web address or relevant information to the DSL/IT support where safe to do so.
The DSL will determine whether further safeguarding action is necessary and arrange for the filtering issue to be investigated.
Where material may be illegal, staff must not download, copy, forward or share it.

9. Requests to Unblock Websites

Staff must not attempt to circumvent Netsweeper.
Where a legitimate educational resource is blocked, staff should request that access is reviewed through the school's agreed process.
Any decision to change filtering must take account of:
· the educational purpose;
· the age of pupils;
· safeguarding implications;
· the nature of the content;
· advice from IT support where appropriate.
Changes should only be made by authorised personnel.

10. Active Supervision

Technology must never be treated as a substitute for appropriate adult supervision.
When pupils are accessing online material, staff should:
· position themselves so that screens can be appropriately supervised;
· circulate and engage with pupils;
· be aware of what websites, applications and services pupils are using;
· respond immediately to concerning behaviour or content;
· reinforce safe and responsible online behaviour.
Staff should not assume that content is safe simply because pupils are using the school's internet connection.

11. Reporting Online Safety Concerns

Online safeguarding concerns must be treated in the same way as any other safeguarding concern.
Staff should report concerns to the DSL or Deputy DSL and record them on CPOMS in accordance with the school's safeguarding procedures.

This includes concerns relating to:
· grooming;
· online sexual harassment;
· cyberbullying;
· sharing nude or semi-nude images;
· harmful or inappropriate content;
· threats or coercion;
· online challenges;
· radicalisation;
· self-harm or suicide content;
· inappropriate contact from adults;
· AI-generated sexual or harmful images;
· inappropriate use of social media;
· suspected criminal activity.
The DSL will determine whether referrals to Children's Social Care, Police, CEOP, the Local Authority or other agencies are required.

12. Nude and Semi-Nude Images

Any incident involving the sharing, creation or possession of nude or semi-nude images involving children will be treated as a safeguarding matter.
Staff must:
· report the concern immediately to the DSL;
· not view an image unless there is an exceptional safeguarding reason to do so;
· never copy, print, save, forward or share an image;
· not ask a child to send or show the image;
· follow UKCIS guidance and the school's safeguarding procedures.
Where there is evidence of coercion, exploitation, adult involvement, significant age difference, threats or other aggravating factors, the DSL will consider immediate referral to Police and/or Children's Social Care.

13. Social Media and Messaging

The school recognises that many social media and messaging services have minimum age requirements.
Pupils will be taught:
· that age restrictions exist for a reason;
· not to communicate online with people they do not know;
· not to share personal information;
· never to share nude or semi-nude images;
· how images can be copied, manipulated and redistributed;
· how AI can be used to create convincing fake images, video and audio;
· how to block and report inappropriate users;
· to tell a trusted adult if something online worries or frightens them.
Where online activity outside school creates a safeguarding concern within school, the school will respond in accordance with its safeguarding and behaviour procedures.

14. Artificial Intelligence

The school recognises both the educational opportunities and safeguarding risks associated with generative artificial intelligence.
AI tools may:
· produce inaccurate or misleading information;
· generate inappropriate content;
· collect personal information;
· reproduce bias;
· be used to create fake or manipulated images, audio or video;
· be used to create sexually explicit or abusive material.

Staff must only use AI systems in accordance with school expectations and data protection requirements.
Personally identifiable or confidential pupil information must not be entered into publicly available AI systems unless the system has been specifically approved by the school for that purpose.
Pupils will be taught to understand that AI-generated content may not be accurate and that images, videos and voices can be manipulated.
The creation or sharing of AI-generated sexual imagery involving a child will be treated as a serious safeguarding concern.

15. Staff Use of Technology

Staff must maintain professional standards whenever using technology.
Staff must not:
· communicate with pupils through personal social media accounts;
· accept or send social media friend/follow requests involving pupils;
· use personal accounts for school communications;
· share confidential school or pupil information online;
· take photographs of pupils using personal devices unless specifically authorised under school procedures;
· bypass filtering or security controls;
· allow pupils to use staff accounts or passwords;
· leave devices containing confidential information unsecured.
School systems should be used for professional communication.
Any accidental breach or concern should be reported promptly to the Headteacher/DSL.

16. Personal Mobile Phones and Devices

Staff personal devices must be used in accordance with the Staff Code of Conduct.
Personal mobile phones must not be used to photograph or record pupils.
Staff must ensure that personal device use does not compromise supervision or safeguarding responsibilities.
Visitors, volunteers and contractors will be informed of relevant expectations.

17. Pupil Use of Technology

Pupils will:
· use school technology for appropriate educational purposes;
· follow their Acceptable Use Agreement;
· keep passwords private;
· tell an adult if they see something worrying or inappropriate;
· communicate respectfully;
· understand that school internet activity may be logged and monitored;
· not attempt to bypass filtering or security controls;
· not access another person's account;
· not knowingly search for inappropriate material.
Responses to inappropriate use will take account of the child's age, SEND, understanding, intent and the safeguarding context.

18. SEND and Vulnerable Pupils

The school recognises that some children may be particularly vulnerable to online harm.
This may include children with SEND, communication difficulties, social understanding difficulties or other vulnerabilities.
Online safety teaching, supervision and intervention will therefore be adapted to individual need.
Staff will consider whether a child's SEND or additional needs affect:
· their understanding of online risk;
· their ability to recognise unsafe behaviour;
· their understanding of friendship and relationships;
· their susceptibility to manipulation or grooming;
· their ability to report concerns.
Additional support and supervision will be provided where appropriate.

19. Online Safety Education

Online safety will be taught through the curriculum and reinforced throughout school.
Teaching will be age appropriate and include:
· privacy and personal information;
· passwords and security;
· healthy use of technology;
· online relationships;
· cyberbullying;
· harmful content;
· social media;
· misinformation and disinformation;
· image sharing;
· consent;
· online grooming;
· scams;
· AI-generated content;
· reporting concerns.
Online safety is not limited to a single lesson or event and will be reinforced throughout the year.

20. Parents and Carers

The school recognises the importance of working in partnership with parents and carers.
The school will provide information and guidance where appropriate about:
· age restrictions;
· social media;
· gaming;
· messaging applications;
· parental controls;
· image sharing;
· cyberbullying;
· online grooming;
· emerging online risks;
· artificial intelligence.
Parents will be encouraged to talk openly with their children about their online lives and report concerns to school.

21. Training

All staff will receive appropriate online safety training as part of safeguarding training and updates.
Staff will be made aware of:
· their role in online safety;
· filtering and monitoring arrangements;
· Netsweeper;
· how to report filtering failures;
· how to report safeguarding concerns;
· emerging online risks;
· expectations regarding professional use of technology.
New staff will receive this information as part of induction.
Relevant updates will be provided throughout the year.

22. Safeguarding Incidents and Evidence

Where an online incident may involve criminal material or safeguarding evidence, staff must not conduct their own investigation.
Devices should not be unnecessarily searched, and potentially illegal images must not be copied or circulated.
The DSL will determine the appropriate response and seek advice from Police, Children's Social Care, Lancashire safeguarding services or other appropriate agencies where necessary.

23. Cyber Security

Online safety and cyber security are closely connected.
Staff must:
· use strong passwords;
· not share passwords;
· use multi-factor authentication where provided;
· lock devices when unattended;
· remain alert to phishing emails and scams;
· report suspicious emails or activity;
· install only authorised software;
· follow school procedures regarding confidential information and personal data.
Any suspected cyber security incident should be reported immediately.

24. Monitoring of Staff Use

School systems, devices and internet connections are provided primarily for professional purposes.
Use of school systems may be logged and monitored in accordance with safeguarding, security and data protection requirements.
Monitoring will be proportionate and carried out for legitimate purposes including:
· safeguarding;
· cyber security;
· investigation of suspected inappropriate use;
· protection of school systems and data.
Staff should have no expectation that activity conducted through school systems is completely private.

25. Responding to Incidents

The response to an online safety incident will depend on:
· the nature and seriousness of the incident;
· the age and understanding of the child;
· whether a child is at risk of harm;
· whether another child is at risk;
· whether a criminal offence may have occurred;
· whether there is adult involvement;
· whether the incident indicates wider safeguarding concerns.
Safeguarding will always take priority over disciplinary action.

26. Policy Review

This policy will be reviewed annually by the Headteacher/DSL and Governing Body.
It may be reviewed sooner following:
· changes to statutory guidance;
· changes to filtering or monitoring arrangements;
· significant technological developments;
· a serious online safeguarding incident;
· evidence that current arrangements are not sufficiently effective.










Appendix 1 – Filtering and Monitoring: Staff Quick Guide

Bickerstaffe CE Primary School & Nursery
FILTERING
Our school uses Netsweeper.
Netsweeper helps prevent access to harmful and inappropriate websites and logs web activity.
However, no filtering system is 100% effective.

MONITORING
Online safety is monitored through:
· active staff supervision;
· Netsweeper web-access logging and reporting;
· safeguarding reporting;
· investigation of concerns;
· additional technical monitoring/alerts where commissioned.

EVERY MEMBER OF STAFF MUST:
✓ actively supervise pupils using technology;
✓ know what pupils are accessing;
✓ report inappropriate content that gets through the filter;
✓ report concerns to the DSL/Deputy DSL;
✓ record safeguarding concerns on CPOMS where appropriate;
✓ report websites which appear to be incorrectly blocked;
✓ never bypass Netsweeper;
✓ never assume that a school device or network makes internet use automatically safe.
IF SOMETHING INAPPROPRIATE APPEARS:
STOP – REPORT – RECORD
STOP pupils viewing it.
REPORT it to the DSL/Headteacher.
RECORD a safeguarding concern on CPOMS where appropriate.
Do not download, forward, copy or share potentially illegal material.
Remember
Filtering is a technical safeguard.
Monitoring is a safeguarding responsibility.
Active supervision remains essential.

























Appendix 2 – Annual Filtering and Monitoring Review
The Headteacher/DSL, IT support and safeguarding governor should consider the following annually:

	Review question

	
	

	Is Netsweeper operational across the school network?
	
	

	Are all pupil-accessible devices appropriately filtered?
	
	

	Are staff devices appropriately filtered?
	
	

	Are devices used away from school appropriately protected?
	
	

	Can harmful and inappropriate content be appropriately blocked?
	
	

	Are internet-access logs available where required?
	
	

	Are monitoring arrangements effective?
	
	

	Is additional monitoring software required?
	
	

	Do staff know how to report a filtering failure?
	
	

	Do staff know how to report online safeguarding concerns?
	
	

	Have staff received filtering and monitoring training this academic year?
	
	

	Are blocked-site/unblocking arrangements appropriate?
	
	

	Have any safeguarding incidents highlighted weaknesses in the system?
	
	

	Are arrangements appropriate for pupils with SEND or additional vulnerability?
	
	

	Have emerging risks, including generative AI, been considered?
	
	

	Is governor oversight in place?

	
	


Date of review: ____________________
Completed by: ____________________
Safeguarding Governor: ____________________
Actions identified:


Next review: ____________________
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